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Abstract. Given that today's very complex and 

interconnected business processes meaningly rely on 

Internet communication with other business entities, 

organizations are increasingly exposed to numerous 

security threats and imminent risks. Due to the lack of 

all relevant information and the time and resource 

constraints, it is not possible to collect and process all 

necessary information about an information system so 

that it can be adequately evaluated within an 

acceptable timeframe, which puts the organization into 

a state of increased security risk. By studying the 

relevant literature and existing models and techniques 

used in practice, it was determined that there is no 

solution to the stated problem of multicriteria decision-

making in conditions of uncertainty in the domain of 

information security. Thus, the proposal is to design a 

model for more efficient (in terms of costs and time) 

decision-making on the security state of a critical 

information system by selecting the appropriate IT 

solution. In this paper we will present the iterative 

steps of DSRM (Design Science Research 

Methodology) for development of a new hybrid 

multicriteria model for the purpose of evaluation, 

ranking and selection of critical IT systems. 
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1 Introduction 

Unavailability of the information system or any part of 

it may be caused by equipment failure, improper 

configuration or inadequate management. Also, there 

are notable external factors like emerging cyber attacks 

on organizations, particularly financial institutions and 

their clients (Biancotti, 2017; Bouveret, 2018; 

Raghavan and Parthiban, 2014), where particularly 

dangerous WannaCry and Petya attacks should be 

highlighted (Hsiao and Kao, 2018; Aidan et al., 2017). 

There has been a significant increase of security threats 

and cyber attacks on financial institutions, so according 

to Verizone Institute (Data Breach Investigations 

Report, 2020), as many as 86% of successful cyber 

attacks (i.e. breaches) were financially motivated, and 

according to the International Monetary Fund 

(Lagarde, 2018), the risk of cyber attacks is recognized 

as the most significant one in the financial sector. 

Today's business of financial institutions relies 

heavily on communication over the Internet with their 

clients and other business entities, so banks are in fact 

increasingly exposed to numerous security threats and 

unavoidable risks. Assessment and management of IT 

security risks is a critical process. It's a set of related 

activities to control and manage risks of the 

information system. The main goal of this process is to 

reduce risks to an acceptable level (NIST SP 800-30; 

NIST SP 800-37), depending on the level of risk 

appetite which the organization's management is 

willing to accept (Mbowe et al., 2014). It is precisely 

the task of security professionals to enable the 

organization to operate in such conditions of 

uncertainty, i.e. risk. 

Due to the rapidly growing trend of increasing 

security threats and newly discovered vulnerabilities 

and very often insufficient amount of time and other 

resources in organizations to effectively respond to 

risks, addressing the most critical ones and 

consequently assessing security countermeasures, 

controls and critical IT systems becomes an essential 

problem. Thus, the following research questions arise: 

• Q1: How to enable more efficient decision-

making on the security posture and the selection 

of appropriate critical information systems in a 

financial institution? 

• Q2: Which elements of security risk analysis 

and assessment are appropriate and relevant for 

the development of a hybrid multicriteria model 

for the assessment and selection of critical 

information systems in order to more 

effectively make informed decision about the 

observed critical IT system in a financial 

institution? 



 

 

• Q3: For which critical information systems is 

the proposed hybrid multicriteria model 

applicable and valid? 

Therefore, the planned research deals with the issue 

of information security risk management in the field of 

critical information systems in a financial institution in 

the context of selecting an appropriate IT solution, all 

using multicriteria decision-making (MCDM) 

methods, in order to reduce risk to an acceptable level. 

2 Related work 

The research initiative stems from the experience 

where the author identified a problem in the absence of 

an effective (in terms of costs and time) method or 

model for the assessment of critical information 

systems in a financial institution in order to better 

address security risks and make an appropriate decision 

on the security posture of the observed system, and 

then finally help in choosing an adequate IT solution. 

In order to provide answers to the research questions, 

it is necessary to make an analysis of the literature and 

existing models and methods in the areas of multi-

criteria decision-making and risk management, which 

are used for the evaluation of IT systems. 

By searching scientific citation databases, the 

following relevant papers were found on the topic of 

risk management and application of methods for multi-

criteria decision-making for the purpose of evaluation 

and ranking of information systems: 

In their paper (Fenz et al., 2014), the authors 

reviewed and compared current approaches to risk 

management, noting that they do not provide explicit 

mechanisms to support decision makers in developing 

risk management strategies in relation to cost trade-

offs. So, as a result of the comparison, an abstract 

methodology was created in order for the problem to 

get aligned with the identified solution according to its 

generic phases. 

According to (Barker, 2014), the gap between 

perceived and actual risk is extremely large. Although 

the vast majority of senior management claims that 

their cyber programs are effective, the number of 

significant security incidents and breaches of the 

information system with serious consequences for the 

company's operations is growing, with the financial 

damage also increasing. 

According to (Wangen et al., 2018), a framework 

for evaluating the integrity of information security risk 

assessment methods is proposed, where a 

comprehensive comparison of ISRA (Information 

Security Risk Assessment) methods was conducted, 

representing a new framework developed using the 

DSR (Design Science Research) methodology. Taking 

into account only three aspects of observation, namely 

risk identification, estimation and evaluation, it was 

concluded that ISO / IEC 27005 is actually the most 

complete method. 

In research (Maček et al., 2011), two methods for 

risk analysis and assessment are combined together, 

where the VECTOR method initially served to 

prioritize critical assets while later on OCTAVE-

Allegro method is used for more detailed analysis, 

assessment and proposals for dealing with critical 

risks. Research has shown that the proposed ISRA 

methods are complementary and can be used 

sequentially, but there is still a problem of risk 

quantification. 

In his work (Smojver, 2011), the author 

systematized and ranked international standards and 

methods for risk analysis and management, where the 

ENISA ranking list of ISRA methods was used as an 

input parameter. But the ENISA list is actually not 

complete and can be considered obsolete because some 

recently developed methods are not included. 

In their research studies (Anikin, 2015; Hongsheng, 

2015; He and Xin, 2016; Huang and Sun, 2018), the 

authors finally proposed the use of multicriteria 

decision-making methods (dominantly AHP) for the 

purpose of information security risk assessment, which 

can serve as certain guidelines and basis for developing 

a future hybrid multicriteria model for evaluating of 

critical IT systems. 

ISRA is recognized as a vital method for 

identifying and prioritizing information assets, but in 

these papers or industry standards related to 

information security risk analysis and management, no 

frameworks or methods are found to effectively assess 

the security posture of an IT system using multicriteria 

decision-making in a way to select an appropriate 

solution in order to reduce risk to the organization. 

Although there is a relatively significant number of 

publications on threats, vulnerabilities and associated 

risks and also relevant scientific papers in the field of 

multicriteria decision-making, a systematic review of 

index citation databases (Maček et al., 2020) shows 

that there is still no method or model based on solid 

mathematical foundations for assessment, ranking and 

selection of critical information systems combining 

methods for multicriteria decision-making with 

methods (or elements) for information security risk 

analysis and assessment. Thus, the observed problem 

is also interesting from the perspective of scientific 

research. 

3 Proposal for a hybrid model 

Given that there are many elements influencing the 

decision on an IT solution where time and other 

resource constraints become key challenges, a complex 

problem of multicriteria decision-making in conditions 

of uncertainty, i.e. risk in the field of information 

security, has been identified. 

There are two general goals to be satisfied with the 

further research: 

(1) Development of a new hybrid multicriteria 

model for more efficient decision-making on 



 

 

the security posture and selection of an 

appropriate critical information system in a 

financial institution. 

(2) Increasing the productivity and quality of the 

assessment process of critical IT systems. 

By creating a new hybrid multicriteria model with 

elements for risk analysis and risk assessment and thus 

satisfying the first general objective, consequently the 

answers to research questions Q1 and Q2 are also 

given. The second general objective is satisfied when 

applicability, validity and efficiency of the new model 

is proven with relevant case studies, and thus also 

giving the answer to research question Q3. 

After defining the research questions and the goals, 

it's also necessary to present the generalization of a 

possible solution to the observed problem, which is 

actually stated as a recommendation in the first phase 

of DSRM methodology. The generalization of the 

model itself is necessary in order to get a better 

overview of what is actually to be done and with which 

elements of the model. 

 

 
 

Figure 1. Generic conceptual model 

 

In Fig.1, a generic conceptual model is presented 

where the goal is to assess, rank and choose the 

appropriate critical IT solution among the given 

alternatives which best fits security needs, and where 

information security risk assessment elements are used 

as evaluation criteria. On this occasion, the generic 

conceptual model is presented in the form of a 

hierarchy for simplification and easier understanding 

of the issue, while the final model will also include a 

network structure due to interdependencies and 

influences between elements for information security 

risk analysis and assessment. 

The motivation for the planned research is to 

further deepen the knowledge on the application of 

ISRA and MCDM areas, and to discover the 

opportunities for more efficient decision-making on  

critical information systems with the necessary 

reduction of risks to the organization. The analysis of 

specific problems related to the selection of a particular 

security IT solution or a critical element of the 

information system in conditions of uncertainty (risk) 

leads to the problem of generalization. 

The intention of the research is to collect empirical 

data, the analysis of which should improve the 

knowledge about the selection of critical IT systems in 

conditions of risk. Based on this knowledge, it is 

planned to develop a new model for more efficient 

decision-making on the security posture and the 

selection of a critical IT solution in the organization, 

which is actually the main goal of the research. 

The model should enable the assessment of critical 

information systems using multicriteria decision-

making methods, where attributes from the relevant 

methods for risk analysis and assessment will be used 

as evaluation criteria. Since the hybrid model will use 

generic criteria for IT risk assessment with the purpose 

of systems' evaluation, that actually presents a novelty 

given that the criteria inherent in the subject of 

evaluation are traditionally used. The new hybrid 

multicriteria model should be more efficient in terms 

of costs and time. 

The target group of solutions for the application of 

a new hybrid multicriteria model are critical 

information and security systems in a financial 

institution, e.g. network security systems, 

cryptographic systems, online transaction systems, 

identity and access management systems, cloud 

services, etc. 

4 Research methodology 

The research paradigm that will be followed in this 

research is called Design Science Research 

Methodology (DSRM) (Peffers et al., 2007), which is 

used for research purposes primarily in engineering 

and information systems. Research using this paradigm 

involves creating new knowledge by designing new or 

innovative artifacts. Artifacts can include algorithms, 

computer interfaces, system design methodologies or 

languages, and models. Researchers in design science 

can be found in many disciplines and fields, especially 

in engineering and computer science, using a variety of 

approaches, methods, and techniques (Peffers et al., 

2007). In this particular case, the artifact that aims to 

solve the identified problem is a new hybrid model for 

evaluating, ranking and selecting IT solutions or 

critical security elements of an information system in a 

financial institution using multicriteria decision-

making with elements for analysis and assessment of 

information security risks. According to the guidelines 

for the implementation of design based research 

(Hevner, 2007), it is planned to conduct an additional 

activity in the research methodology. It' about creating 

a knowledge base where the goal is to conduct a 

detailed review of research areas and show that there is 

currently no solution to the research problem. 

After explaining the observed problem and defining 

the goals and research questions, the research 

continues by applying the method of systematic 

literature review, SLR (Kitchenham, 2007). SLR is a 

formalized and repeatable process to document 

relevant knowledge in a particular subject area. This 

method is currently considered the best for domain 

review and a prerequisite for objective method 



 

 

selection. In the planned research it will be used as a 

means of evaluating and interpreting available studies 

from defined domains (ISRA and MCDM) in order to 

create a knowledge base that will serve as a reference 

point for the new model. 

This research phase has been already conducted 

and the relevant results are presented (Maček et al., 

2020). Due to the complexity of the research topic 

which includes two interdisciplinary domains, namely 

risk management and multicriteria decision-making, 

the literature search was done on the most important 

scientific citation databases that were available to the 

authors during the research period. A systematic 

literature review has determined which methods for 

multicriteria decision-making would be suitable for the 

development of a new hybrid model and its validation 

in case studies in the field of critical IT systems. 

A review of the literature showed that in many 

analysed studies some kind of quantification was 

searched for the assessment and ranking of IT security 

risks, risk factors or software solutions, and thus the 

use of some of the quantitative MCDM methods was 

required. The survey showed that the international 

industry standard ISO/IEC 27005 (with different 

release years) was dominantly analysed and used for 

the purposes of information security risk analysis, 

assessment, treatment and management. Other widely 

accepted ISRA standards and methods are OCTAVE, 

NIST SP 800-30, CORAS, CRAMM and ISO/IEC 

31010:2009. Also, the survey discovered the frequency 

of application of MCDM methods and techniques in 

ISRA domain, where the predominantly used MCDM 

method for the purposes of IT security risk analysis and 

assessment is the AHP. This could be attributable to the 

relative ease of application of the AHP itself and its 

great popularity among researchers. Other frequently 

used MCDM methods in the ISRA domain are the 

ANP, DEMATEL and TOPSIS. The DEMATEL 

technique is used to calculate the influence weights, 

while the ANP is used to calculate interdependencies 

of the elements. This is very important roadmap and 

has a strong impact for the further research to extend 

the core ISRA elements, define their mutual influences 

and interdependencies, and integrate those elements 

within one (or even more) of the MCDM methods in 

order to make an evaluation of the critical IT systems 

in a more efficient way. Additionally, the SLR has 

revealed a trend in development of hybrid models for 

risk analysis, for determining on the security posture or 

selecting an appropriate IT system by using 

multicriteria decision-making. 

The next qualitative research step is to conduct a 

survey among IT security professionals regarding the 

domain of information security risk assessment. 

Previous research has shown that currently none of the 

most significant ISRA methods fully meets the 

requirements of comprehensiveness and 

complementarity of its attributes for risk analysis and 

assessment with any of the MCDM methods. The 

earlier solution proposal was found in the form of the 

simple VECTOR method for risk ranking and 

prioritization obtained by the author's preliminary 

research (Maček et al., 2012; Maček et al., 2017). But, 

the VECTOR method itself is very rarely used and is 

not proven with the relevant number of studies. Thus, 

it becomes necessary to conduct a research where from 

the most common ISRA methods the most relevant 

attributes used in the process of risk analysis and 

assessment will be extracted. It's planned to examine 

experienced IT security experts from various countries 

and different financial institutions holding relevant 

industry certifications (e.g., CISSP, CISM, CEH, etc.). 

The results obtained in this phase of the research will 

be used for input and development of the knowledge 

base and later on as input parameters (i.e. generic 

elements) of the new hybrid multicriteria model. The 

Delphi technique is intended to be applied in this 

research phase, and the survey form will be distributed 

to the research participants via e-mail. 

Based on previous phase and defining the necessary 

knowledge base, the next step is to move to the design 

and development phase of the model for more efficient 

decision-making on the evaluation, ranking and 

selection of a critical IT solution in a financial 

institution in conditions of uncertainty (risk). In order 

for the new model to be developed and tested, it is 

necessary to provide certain prerequisites and point out 

the assumed limitations of the model itself: 

• Development of a conceptual model: Before 

creating a final model based on research of 

ISRA and MCDM methods, it is necessary to 

set a specific conceptual model, i.e. try to make 

a generalization. 

• Complementarity: Selection of appropriate, i.e. 

complementary methods and elements for risk 

assessment and multicriteria decision-making. 

Given the number of existing methods, 

techniques and tools in both observed research 

domains, namely risk management and 

multicriteria decision-making, the challenge is 

certainly to find exactly those complementary 

(i.e. their elements) that solve the observed 

complex problem in the most efficient way, and 

with the purpose of which the creation of the 

knowledge base was conceived. 

• Generic attributes: In order to obtain a standard 

model that enables more efficient solution of the 

identified complex problem, generic risk 

criteria for the evaluation of critical IT systems 

are a kind of limitation in terms of flexibility of 

the model and its application to only certain 

segments in the field of IT security in the 

financial sector. 

The design and development phase is followed by 

a case study to demonstrate and evaluate the designed 

model in order to verify the applicability and 

usefulness of the model itself on critical IT systems in 

a financial institution. The evaluation of the model will 

be done in collaboration with information security 

experts, as well as in the previous DSRM phase. The 



 

 

case study will include 2 process steps of the DSRM 

methodology: demonstration of a new hybrid model 

and evaluation of the same. The aim of the first phase 

of the case study is to demonstrate the applicability of 

the new model on critical IT systems, while the aim of 

the second phase is to validate the model in order to see 

its usefulness. Validation of the model would be done 

by comparing the results obtained by applying a new 

hybrid multicriteria model using the inherent 

(common) attributes of a critical IT solution with the 

results of the target model using generic risk criteria. 

Since the DSRM is a repetitive process, a 

calibration of the model is also foreseen in case of need 

in order to achieve additional efficiency. At the end of 

the validation process, data analysis will be done in the 

final research step which is conclusion and 

communication, with the following aims: 

• Making a decision on achieving the main 

research goals 

• Presentation of answers to research questions 

• Proving or disproving hypotheses. 

 

Table 1. DSRM phases and methods for development 

of a hybrid multicriteria model 

 

DSRM phases Methods used 

Problem 

identification and 

motivation 

Systematic observation of 

ISRA domain 

Defining the 

objectives of a 

solution 

Proposal of  tentative design 

by generalization 

Creating a 

knowledge base 
• Systematic literature 

review (SLR) – analysis 

• Delphi survey for a panel 

of IT security experts 

regarding ISRA elements 

Design and 

development 

Synthesis of elements and 

modeling a new artifact, i.e. 

hybrid multicriteria model 

Demonstration Demonstration of the new 

model that is developed 

according to the inputs from 

the previous DSRM phases 

Evaluation • Case studies, comparisons 

and measurement in order 

to check applicability, 

validity and efficiency of 

the new model 

• Model calibration – iterate 

back to design and 

development phase 

Conclusion and 

communication 

Presentation of the solution, 

i.e. publication in the form 

of a scientific paper in a 

journal and doctoral 

dissertation communication 

 

Table 1 represents a summary of DSRM phases and 

methods for development of a new hybrid model 

planned for use in the research. This also gives an 

additional scientific contribution in the context of the 

methodology along with the methods used for 

development of a new multicriteria model for 

evaluation of critical IT systems. 

5 Conclusion 

The following scientific contribution is expected from 

the proposed research, which arises from the defined 

research goals and used scientific methods: 

• Developed new hybrid model with generic 

elements for risk analysis and assessment 

using multicriteria decision-making enables 

more efficient decision-making on the security 

posture of a critical IT system, and thus 

consequently enables a financial institution to 

better respond to security threats and risks by 

choosing an adequate IT solution. 

• Systematization of knowledge and concepts on 

multicriteria decision-making methods that are 

suitable for application in the field of 

information security together with methods for 

risk analysis and assessment. 

In addition to the expected scientific contribution, 

the proposed hybrid multicriteria model should be also 

practically applied in the financial industry for security 

professionals and especially for decision makers, 

which actually presents a broader social-economic 

contribution. 
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